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Abstract

The diversity introduced by the advent of different kinds ofmachines has increased the need

for human beings to remain connected. However, mobile connectivity has also introduced

further vulnerabilities associated with the use of wireless technology. The use of wireless

devices to access corporate network resources is now normal within corporate environments.

The Internet is overflowing with applications that are capable ofperforming packet sniffing.

A combination of these applications installed on a machine and the capability of the machine

to be configured as an access point can present a Rogue Access Point (RAP). An intruder

can sniff the Service Set Identifier (SSID) of the organisation and then deploy a RAP with

the same SSID and unsuspecting employees will connect via a Rogue Access Point. Access

Points advertise their availability using SSIDs. In this research we propose a solution which

blocks the rogue access point. Deauthentication can be used to defend against Rogue Access

Point. Methodologies used are Rational Unified Process and the build methodology. Tools

used are the Netbeans IDE, connectify and My Wifi router. The results showed that this

method can be used to block rogue access points in a network.
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