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INSTRUCTIONS

1. Answer the question in Section A.

2. Answer any three (3) questions from Section B.
3. Each question carries 25 marks.

MARK ALLOCATION
QUESTION MARKS
1. 25
2. 25
. 25
4. 25
5. 25
6. 25
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1. a) Describe the following Web vulnerabilities:

) SQL injection [5 marks]
) Buffer overflow [5 marks]
i) Security misconfiguration [S marks]

b) Explain any two (2) Web security solutions that can be applied to safeguard against
vulnerabilities. [10 marks]

[Total 25 marks]

2. a) Distinguish micro and macro archiving. [10 marks]
b) Explore the three main technical methods for archiving web content. [15 marks]
[Total 25 marks]

3. a) Explain the differences between content management and content strategy.[10 marks]

b) Describe the following terms and state their purpose:

) Bandwidth [3 marks]
i) Cookie [3 marks]
i) Domain [3 marks]
\v) |P Address [3 marks]
v) Search engine [3 marks]

[Total 25 marks]
4. a) Briefly outline the challenges associated with managing content for dynamic websites.
[5 marks]
b) Discuss the four content management system architectures. [20 marks]
[Total 25 marks]
5. a) Identify and explain the seven (7) principles of information architecture.  [21 marks]

b) State any four (4) goals of information architecture. [4 marks]
[Total 25 marks]
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6. a) Discuss the surface web, deep web and the dark web. [15 marks]

b) Write code to create the following HTML Form to accept a user's information as part of
an online survey. [10 marks]

User Survey

Namc:if E "

Address:
Male O Female O
You came to know about our Magazine from -

Friend L Newspaper [JTV/Radio [] Others

[Total 25 marks]
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