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INSTRUCTIONS 

1. Answer any 4 questions. 
2. Each question carries 25 marks. Total Marks are 100. 

ADDITIONAL MATERIALS NEEDED 

1. Vigenere's Table 
2. Scientific Calculators 
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1. 25 

2. 25 

3. 25 

4. 25 

5. 25 

TOTAL 100 
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Question One 

Using examples, show how the following encryption techniques operate 

a) Vigeneres Cipher [5 Marks] 

Vigenere Tableau (Tabula Recta) 

A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 
A A B c D E F G H I J K L M N 0 p Q R s T u v w X y z 
B B c D E F G H I J K L M N 0 p Q R s T u v w X y z A 
c c D E F G H I J K L M N 0 p Q R s T u v w X y z A B 
D D E F G H I J K L M N 0 p Q R s T u v w X y z A B c 
E E F G H I J K L M N 0 p Q R s T u v w X y z A B c D 

F F G H I J K L M N 0 p Q R s T u v w X y z A B c D E 
G G H I J K L M N 0 p Q R s T u v w X y z A B c D E F 

H H I J K L M N 0 p Q R s T u v w X y z A B c D E F G 
I I J K L M N 0 p Q R s T u v w X y z A B c D E F G H 
J J K L M N 0 p Q R s T u v w X y z A B c D E F G H I 

K K L M N 0 p Q R s T u v w X y z A B c D E F G H I J 
L L M N 0 p Q R s T u v w X y z A B c D E F G H I J K 

M M N 0 p Q R s T u v w X y z A B c D E F G H I J K L 

N N 0 p Q R s T u v w X y z A B c D E F G H I J K L M 
0 0 p Q R s T u v w X y z A B c D E F G H I J K L M N 
p p Q R s T u v w X y z A B c D E F G H I J K L M N 0 

Q Q R s T u v w X y z A B c D E F G H I J K L M N 0 p 

R R s T u v w X y z A B c D E F G H I J K L M N 0 p Q 
s s T u v w X y z A B c D E F G H I J K L M N 0 p Q R 

T T u v w X y z A B c D E F G H I J K L M N 0 p Q R s 
u u v w X y z A B c D E F G H I J K L M N 0 p Q R s T 

v v w X y z A B c D E F G H I J K L M N 0 p Q R s T u 
w w X y z A B c D E F G H I J K L M N 0 p Q R s T u v 
X X y z A B c D E F G H I J K L M N 0 p Q R s T u v w 
y y z A B c D E F G H I J K L M N 0 p Q R s T u v w X 

z z A B c D E F G H I J K L M N 0 p Q R s T u v w X y 
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a) Rail Fence Cipher 

b) Caesars cipher 

Question Two 

[lOMarks] 

[10 marks] 

Explain how the principles of secure design can be put into practice in the design of any specific 

school/learning management system. 

[25 marks] 

Question Three 

Discuss the importance of an information systems policy? 

[25 marks] 

Question Four 

Explain the difference between the Biba Model and the STRIDE Model 

[25 marks] 

Question Five 

Assess any data protection law and explain how it links to realizing Vision 2030. 

[25 Marks] 

-- End of Exam -
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